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The DSI Strategy Lab 
This position paper was developed during two work-
shops held on August 28 and November 13, 2024, as 
part of the DSI Strategy Lab “A Future with Quantum 
Technologies” at the Digital Society Initiative (DSI) of 
the University of Zurich (UZH). These workshops fo-
cused on creating scenarios and recommendations 
regarding the development and application of quan-
tum technologies, which are expected to signifi-
cantly influence science, technology, business, and 
society.

The position paper serves two main purposes. First, 
it offers readers an overview of the scientific and 
technical foundations of quantum technologies. It 
highlights the current state of development, partic-
ularly in the practical applications of quantum the-
ory in computing, communication, and sensor tech-
nologies. Second, it presents concrete recommen- 

 
dations for promoting the advancement of quantum 
technologies in Switzerland while addressing the as-
sociated risks.

The recommendations were developed in early 2025 
through a multi-stage process involving the authors 
listed below. Final editing of the position paper was 
carried out by Nuriya Nurgalieva, Lídia del Rio, 
Markus Christen, Abraham Bernstein, Cornelius 
Hempel, and Titus Neupert. This paper is available in 
German, English, and French.

Each year, the DSI Strategy Lab focuses on a specific 
area of digital transformation and develops concep-
tual analyses and strategic scenarios for future de-
velopments in digital change. More information on 
this and other DSI Strategy Lab projects is available 
here: https://www.dsi.uzh.ch/en/research/projects/
strategy-lab.html.

https://www.dsi.uzh.ch/en/research/projects/strategy-lab.html
https://www.dsi.uzh.ch/en/research/projects/strategy-lab.html
https://www.dsi.uzh.ch/en.html
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Imagine a world where drugs are developed at unprec-
edented speed, where we can probe deep beneath the 
Earthʼs surface with advanced measurement tools, and 
where our data is no longer vulnerable to hacking—
even at the hardware level. These are just a few of the 
transformative possibilities offered by quantum tech-
nologies. Scientists envision their potential to revolu-
tionize fields such as computer simulation, precision 
measurement (metrology), and cryptography, with 
profound implications for science, industry, and soci-
ety at large.

These projections are rooted in quantum mechanics—
one of the most successful and rigorously tested theo-
ries in physics. Quantum mechanics explains a wide 
range of natural phenomena and postulates some 
seemingly puzzling effects that often defy our everyday 
intuition. As Nobel laureate Niels Bohr famously re-
marked, “Anyone who is not shocked by quantum the-
ory has not understood it.” This is largely because 
quantum theory describes a world far removed from 
our daily experience: a domain of the extremely small, 
incredibly fast, and ultra-cold.

Quantum technologies harness these unique quantum 
effects and operate based on principles fundamentally 
different from those of conventional —of “classical”—
technologies. The abstract nature of quantum theory, 
often perceived as mysterious by non-experts, has fu-
eled both heightened hopes and fears. Meanwhile, a 
global “quantum race” is underway, with leading tech-
nological powers competing to dominate this strategi-
cally critical field—an urgency amplified by current 
geopolitical dynamics.

This position paper seeks to provide a realistic and bal-
anced overview of anticipated technological develop-
ments and their societal implications. It covers the 
three key areas where quantum technologies are ex-
pected to have the most transformative impact: com-
puting, communication, and sensing. Following a brief 
overview of global trends in quantum technology, the 
paper delves into each of these three domains and con-
cludes with concrete policy recommendations to bol-
ster Switzerlandʼs role in the evolving global quantum 
landscape.
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Part 1 – Insight into the Basics

The Global “Quantum Race”

Global Investment in Quantum Technologies
Quantum technologies are widely recognized as one of 
the most critical emerging fields. For instance, the Eu-
ropean Union includes them—alongside artificial intel-
ligence (AI), advanced semiconductors, and biotech-
nology—among the key “critical technology areas for 
the EUʼs economic security” [1].

These high expectations are reflected in the substantial 
investments made in the field in recent years. Over the 
past two decades, public and private funding for quan-
tum technologies is estimated to total between USD 30 
and 50 billion [2, 3], placing it on a scale comparable to 
the “Manhattan Project”—the large-scale research ini-
tiative that developed the atomic bomb. However, pre-
cise figures are difficult to determine, partly due to on-
going military research with undisclosed levels of 
funding.

One outcome of this global investment has been the es-
tablishment of numerous research centers and initia-
tives around the world. While a comprehensive list 
would be too extensive, a few nationally significant ex-
amples include:

Europe:

	– The “Munich Quantum Valley” in Germany 
(https://www.munich-quantum-valley.de/)

	– The Paris Centre for Quantum Technologies in 
France (https://pcqt.fr/)

	– The UK National Quantum Technologies  
Programme in the United Kingdom 
(https://uknqt.ukri.org/) 

	– The International Iberian Nanotechnology  
Laboratory in Portugal (https://www.inl.int/) 

Worldwide:

	– The “CAS Center for Excellence in Quantum 
Information and Quantum Physics” in China 
(https://english.cas.cn/research/highlight/qp/)

	– The National Quantum Initiative in the USA 
(https://www.quantum.gov/)

	– The “New national center to grow our quantum 
industry” in Australia (https://www.industry.gov.
au/news/new-national-centre-grow-our- 
quantum-industry)

 
The following box describes the Dutch “Quantum Delta 
Model,” which could serve as a relevant benchmark for 
Switzerland, particularly given the similar scientific 
and economic conditions in both countries.

Despite the success of public research initiatives, ven-
ture capital investment in quantum startups has yet to 
reach the scale seen in artificial intelligence (AI). Global 
venture capital funding for AI grew from USD 700 mil-
lion in 2020 to nearly three times that amount by 2022 
before declining by approximately 50% in 2023. Cur-
rently, quantum technologies account for only about 
1% of global venture capital investment [4,5]. By 2024, 
AI-related startups comprised nearly one-third of all 
venture capital-backed companies in the United States 
[6]. 

https://ec.europa.eu/commission/presscorner/detail/e%20n/ip_23_4735
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/quantum-computing-funding-remains-strong-but-talent-gap-raises-concern
https://www.qureca.com/quantum-initiatives-worldwide/
https://www.munich-quantum-valley.de/
https://pcqt.fr/
https://uknqt.ukri.org/
https://www.inl.int/
https://english.cas.cn/research/highlight/qp/
https://www.quantum.gov/
https://www.industry.gov.au/news/new-national-centre-grow-our-quantum-industry
https://www.industry.gov.au/news/new-national-centre-grow-our-quantum-industry
https://www.industry.gov.au/news/new-national-centre-grow-our-quantum-industry
https://physicsworld.com/a/why-you-shouldnt-be-worried-about-talk-of-a-quantum-winter/
https://cdn.prod.website-files.com/6523f13a748909d3e1bbb657/65e6d35be62d08db2e7b3b71_State-of-Quantum-2024-report.pdf
https://www.statista.com/chart/33346/ai-share-of-vc-investments-in-the-us/
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A Successful Quantum Ecosystem Model

The Quantum Delta Program (2021–2027) is a €615 million initiative aimed at positioning the Netherlands 
as a global leader in quantum technologies [7]. Its core objectives include advancing quantum computing,  
networking, and sensing, while promoting collaboration among academia, industry, and government.  
The funding is structured across three main research domains and four strategic areas: 

	– Research domains: Quantum computers, quantum networks, and quantum sensors
	– Four strategic areas: Research and innovation, ecosystem development, human capital, and  

societal impact
	– A comprehensive upgrade of cleanroom infrastructure 

Key milestones to be achieved by 2027 include:

	– 100 end users of the Delft-based Quantum Inspire physical computing platform [8]
	– A quantum network with more than five nodes
	– Development of at least 20 new commercial products based on quantum sensors
	– Training and graduation of 2,500 quantum technology students annually
	– Establishment of a national agreement on the ethical and sustainable use of quantum technologies
	– Support and acceleration of more than 100 startups, including integration of European companies  

into the ecosystem
 
An interim report published in 2023 noted significant success in the programʼs development phase, particu-
larly in fostering a diverse and skilled research staff—a crucial element for long-term sustainability [9].

 
The Quantum Ecosystem in Switzerland

While public investment in quantum technologies in 
Switzerland may appear modest compared to interna-
tional standards, the country hosts a vibrant and grow-
ing quantum ecosystem. Numerous institutions and 
initiatives are advancing research and innovation in 
the field. Notably, Switzerland was an early leader 
through the National Centre of Competence in Re-
search (NCCR) QSIT – Quantum Science and Technol-
ogy, which operated from 2011 to 2022.

The following table summarizes some of the most 
prominent national initiatives, research centers, and 
ecosystem developers in Switzerland.

 

In addition to these efforts, an increasing number of 
private companies are active in quantum technolo-
gies—ranging from global players to startups. Exam-
ples include IBM Research Zurich, ID Quantique, Zurich 
Instruments, Basel Precision Instruments, IonQ, the 
Swiss Center for Electronics and Microtechnology, 
QNAMI, QZabre, and ZuriQ, among others. Together, 
these actors position Switzerland as a competitive 
player in the global quantum landscape.

https://quantumdelta.nl/
https://www.quantuminspire.com
https://assets.quantum-delta.prod.verveagency.com/assets/midterm-review-qdnl-2024---committee-report-(web-version).pdf


5University of Zurich  |  Digital Society Initiative       Position Paper: Future with Quantum Technology                

Title Focus

National 
Initiatives

Swiss Quantum Initiative
Launched in 2023 to coordinate activities at the 
national level.

NCCR SPIN
Develops spin qubits in silicon; includes labs from  
the University of Basel, ETH, EPFL, and IBM Research 
Zurich.

NCCR SwissMAP
Focuses on mathematical physics, including  
quantum physics in Switzerland.

NCCR QSIT
One of the worldʼs first major quantum initiatives;  
a precursor to todayʼs national efforts.

Research 
Nodes

Quantum Center (ETH Zurich)

These hubs integrated quantum research and 
teaching at universities.

Basel Quantum Center  
(University of Basel)

Center for Quantum Science  
and Engineering (EPFL)

Geneva Quantum Centre  
(University of Geneva)

ETH Zurich-PSI Hub for  
Quantum Computers

Founded as a joint center for the development of 
quantum computers based on superconducting 
circuits and trapped ions.

Federal Laboratories for Materials 
Science and Technology

Conducts interdisciplinary research on materials and 
technologies, including quantum devices.

Quantum 
Ecosystem 
Drivers

Switzerland Innovation Parks: 
Basel Area, Innovaare (PSI), 
West-EPFL

Part of the public-private initiative Switzerland 
Innovation (https://www.switzerland-innovation.
com/), which promotes quantum companies by 
providing resources and support for their growth.

Geneva Science and Diplomacy 
Anticipator (GESDA) and  
Open Quantum Institute (OQI)

Promotes the use of emerging technologies, including 
quantum technologies, for sustainable development. 
It is concerned with equitable access to these technol-
ogies and their regulation in an international context.

CERN Quantum Technology 
Initiative (QTI)

International research program to identify applica-
tions of quantum technology for high-energy physics 
research.

Innosuisse
Supports the “Swiss Quantum Initiative” (2025–2028 
funding period).

QAI Ventures, Verve Ventures
Investors and accelerators focused on quantum 
startups.

QuantumBasel Switzerlandʼs first commercial quantum center.

https://www.switzerland-innovation.com/
https://www.switzerland-innovation.com/
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Three Application Areas of Quantum  
Technologies

Quantum technologies are typically grouped into 
three main categories: quantum computing, quantum 
communication, and quantum sensing. This classifica-
tion reflects the various ways in which quantum prin-
ciples can revolutionize existing technologies:

	– Quantum computing leverages quantum phenom-
ena such as superposition and entanglement to 
perform certain complex calculations more 
efficiently than classical computers.

	– Quantum communication enables the secure 
transmission of information using quantum 
encryption methods. Unlike classical encryption, 
which relies on mathematical assumptions, 
quantum encryption is grounded in verifiable 
physical principles.

	– Quantum sensing uses quantum properties to 
measure physical quantities—such as time, 
magnetic fields and gravitational forces—with 
extreme precision.

 
This section provides an overview of these three areas. 
Rather than exploring technical details, our goal is to 
outline the capabilities and development potential of 
each technology. Technical terms are briefly defined in 
accompanying text boxes.

Quantum Computing

Quantum computers are devices that perform calcula-
tions much like classical computers but leverage the 
principles of quantum mechanics—such as superposi-
tion and entanglement (see box)—which cannot be ex-
plained by classical physics. These principles could al-
low quantum computers to solve specific types of 
problems (e.g. factoring large numbers or simulating 
complex materials) far more efficiently, often using sig-
nificantly fewer resources than classical systems. While 
quantum computers typically execute individual oper-
ations more slowly than conventional computers, their 
overall advantage lies in solving complex problems 
more quickly due to their unique capabilities. The 
lower operational speed is primarily as a result of tech-
nical limitations; for example, quantum computers are 
highly error-prone and require constant error correc-
tion due to the extreme sensitivity of quantum systems 
to external disturbances [10, 11].

https://www.quantum.amsterdam/part-1-the-background/
https://spectrum.ieee.org/quantum-error-correction
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Qubits, Superposition, and Entanglement

The basic unit of information in a quantum computer is the qubit. It is a physical hardware unit that can store 
not only the values ​​0 and 1 (like a “bit” in a classical computer), but also any superposition of these two 
states. This superposition means that a qubit can be in state 0 and state 1 simultaneously with certain prob-
abilities that always sum to 100%.

This concept can be illustrated with a coin toss. A fair coin lands on “heads” (representing 0) or “tails” (rep-
resenting 1) with 50% probability each. Once the coin lands, we can observe the result—this is analogous to 
“measuring” a qubit. However, unlike a coin, a qubit can exist in a state of superposition, where the proba-
bilities of being 0 or 1 are not necessarily equal. A qubitʼs probabilities can be adjusted arbitrarily—for exam-
ple, the probability of 0 could be 70% while that of 1 is 30%. Furthermore, while in the coin analogy proba-
bilities only enter in the tossing process, the quantum state of a qubit is in itself defined by probabilities via 
the superposition mentioned above. 

Another key phenomenon in quantum computing is entanglement, which describes the unique correlation 
between two or more qubits in a way that classical physics cannot explain. For example, two entangled qu-
bits can share a joint superposition state, such as one representing either 00 or 11. In such cases, measuring 
one qubit will always yield the same result as measuring the other—​​with theoretically up to 100% probabil-
ity. Remarkably, this correlation persists regardless of the physical distance between the qubits and even if 
further computations are performed on one of them. It can be exploited for secure communication. Albert 
Einstein referred to this as “spooky action at a distance,” where a measurement or manipulation of one par-
ticle seems to simultaneously affect another—​​now recognized as one of the most precisely verified princi-
ples in modern physics.

Superposition—​​the ability to manipulate a qubitʼs probability of being in different states—​​and entangle-
ment—​​​​the direct correlation between qubits—​​form the foundation of a quantum computerʼs extraordinary 
capabilities. As a result, the amount of information a quantum computer can represent doubles with each 
additional qubit added. This exponential growth means that once a quantum computer reaches around 50 
to 100 qubits, its behavior can no longer be fully simulated by even the most powerful classical supercom-
puters.

?
2

heads tails

70%50%

0 1

30%50%
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This capability of quantum computers can be illus-
trated with the following analogy [12]: Imagine a game 
of chess in which a sudden change in the rules sud-
denly gives a player a vast number of new possible 
moves. This would enable the player to achieve check-
mate more quickly, as fewer moves would be needed 
to reach the desired configuration of pieces. In a simi-
lar way, while each step in a quantum computer may 
be slower than in a classical computer, quantum com-
putation can achieve its goal in significantly fewer 
steps.

However, this theoretical “quantum advantage” faces 
several practical challenges. In particular, quantum 
states in qubits are extremely sensitive and can be dis-
rupted by even minimal external interference (also 
known as “noise”). This problem becomes more pro-
nounced as the number of qubits increases. As a result, 
current quantum computers are limited in both the 
number of qubits they can use and the number of com-
putational steps they can perform. Manufacturing im-
perfections and control limitations introduce errors 
that are still very difficult to correct in real time. For this 
reason, the current stage of quantum computing is of-
ten referred to as the Noisy Intermediate-Scale Quan-
tum Devices (NISQ) era. In this phase, quantum sys-
tems operate with a limited number of error-prone 
qubits (currently up to a few hundreds) and lack com-
prehensive error correction.

Beyond hardware, innovation at the software level is 
equally crucial. Quantum computers function funda-
mentally differently from classical ones, requiring the 
development of specialized algorithms. Some of these 
have existed for several decades—​​for example, Shorʼs 
algorithm (1994), which factors large numbers and 
poses a threat to current encryption standards (see the 
following section), and Groverʼs algorithm for search-
ing unstructured databases. However, the latter is now 
considered less promising as a practical application for 
quantum computing, as it does not provide exponen-
tial speed-up [13].

One area where quantum computers are expected to 
offer real advantages is in solving combinatorial opti-
mization problems—those that involve selecting the 
best solution from a large number of possibilities, of-
ten under multiple constraints. For example, determin-
ing the most fuel-efficient route for a delivery van vis-
iting several cities is such a problem. Quantum 
algorithms already implemented on current hardware 
include the Quantum Approximate Optimization Algo-
rithm, used for combinatorial optimization problems, 
and Quantum Amplitude Estimation, which has poten-
tial applications in financial analysis, such as portfolio 
optimization. Still, whether these or similar approaches 
will ultimately outperform classical methods remains 
an open question. The key benchmark is whether 
quantum approaches can solve real-world problems 
more quickly or efficiently than classical solutions.

A clearer case for quantum advantage lies in simulat-
ing quantum mechanical systems in physics and chem-
istry, where quantum computers can leverage their in-
trinsic design. Yet even in these fields, classical 
simulations—spurred by the success of quantum com-
puting—continue to improve and can sometimes keep 
pace. Nevertheless, it is highly unlikely this will remain 
true across all problem types. In fact, quantum com-
puters have already been used efficiently in research 
for several years, especially in physics, enabling de-
tailed explorations of previously inaccessible physical 
models and allowing simulations under varying condi-
tions.

To date, clear demonstrations of “quantum advan-
tage”—where quantum computers decisively outper-
form classical ones—have been limited to specific 
problems, such as random circuit sampling (RCS). 
However, RCS is a mathematical task with no known 
practical application. Over the past five years, multiple 
comparisons between quantum and classical super-
computers on RCS tasks, using the most advanced 
available algorithms have showcased the potential 
speed advantages of quantum computers, especially 
as the size and complexity of the problem increase.

https://quantum.country/qcvc
https://cacm.acm.org/research/disentangling-hype-from-practicality-on-realistically-achieving-quantum-advantage/
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It is already evident that quantum computers can out-
perform classical computers on certain tasks. The pri-
mary remaining hurdle is scale: practical applications 
will require  hundreds of thousands of qubits. Notable 
hardware developments from the last three years in-
clude: 

	– Condor processor (IBM): Featuring 1,121 qubits, 
this processor presented in 2023 marks a signifi-
cant advancement in scaling quantum hardware, 
though in practice, only small portions of about 100 
qubits have been used in computation [14]. 

	– Willow Chip (Google): Containing 105 qubits, this 
chip presented in 2024 successfully demonstrated 
that error mitigation techniques in quantum 
computations perform as expected [15]. 

	– Xiaohong chip (China Telecom Quantum Group): 
This processor presented in 2024 includes 504 
qubits [16].

	– Aquila Quantum Computer (QuEra): Unlike the 
superconducting systems above, this 256-qubit 
machine from 2022 stores and manipulates 
quantum information using rubidium atoms held in 
place by lasers.

	– System Model H2 (Quantinuum and Honeywell): 
 A 56-qubit system using ytterbium ions, also 
controlled via lasers.

 
Despite these promising developments, caution is war-
ranted. Scientific claims must undergo rigorous peer 
review. History has shown that some early announce-
ments were premature upon closer examination—for 
example, Googleʼs 2019 claim of “quantum advantage” 
in solving the RCS problem was later challenged when 
IBM demonstrated that a classical algorithm could 
complete the task in 2.5 days, rather than the esti-
mated 10,000 years [17,18]. Similarly, IBMʼs 2023 claim 
of a breakthrough simulation using 127 qubits was 
soon questioned when other researchers identified a 
previously overlooked property in the corresponding 
calculation, making it feasible again using classical 
methods.

To move beyond the NISQ era, the next major step is 
the development of logical qubits, which are com-
posed of multiple physical qubits and can support er-
ror-tolerant computations over long periods. This re-
quires quantum error correction—a continuous 
process involving quantum algorithms, specific mea-
surements, classical computing, and real-time feed-
back. Logical qubits are also essential as stable quan-
tum memory, making them a key component in 
building scalable and reliable quantum systems capa-
ble of solving complex problems.

Achieving the ultimate goal of a universal quantum 
computer is highly ambitious. It will require not only in-
cremental progress but also groundbreaking innova-
tions. Still, it is important to recognize that progress in 
quantum computing—both theoretical and practical—
is already yielding benefits for adjacent fields, such as 
the design of advanced classical hardware and the de-
velopment of quantum-inspired algorithms that im-
prove classical computing.
 

The most important milestones for quantum com-
puting in the next decade include:

	– Developing robust quantum computers large 
enough to solve meaningful and relevant 
problems while withstanding environmental 
noise. This includes maintaining stable logical 
qubits over time, applying effective quantum 
error correction, and executing reliable opera-
tions acting on multiple logical qubits.

	– Identifying promising applications where 
quantum computers offer real-world advan-
tages. Algorithms for simulation, data classifica-
tion, optimization, and prediction must demon-
strate their practical utility and offer clear 
advantages. For example, quantum simulation 
of atoms and molecules could revolutionize 
pharmaceuticals and materials science. Another 
area of focus is the development of hybrid 
systems and algorithms that integrate the 
strengths of classical and quantum computing.

 
 

https://en.wikipedia.org/wiki/IBM_Condor
https://www.reuters.com/technology/google-says-it-has-cracked-quantum-computing-challenge-with-new-chip-2024-12-09/
https://english.cas.cn/newsroom/cas_media/202412/t20241206_893281.shtml
https://research.google/pubs/quantum-supremacy-using-a-programmable-superconducting-processor/
https://www.ibm.com/quantum/blog/on-quantum-supremacy
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Quantum Communication

Another major application of quantum technologies is 
communication—specifically, the use of quantum 
physics to develop new forms of information transmis-
sion and protection. Two primary areas are emerging: 
the quantum internet, which enables the transmis-
sion of entangled quantum data, and quantum cryp-
tographic networks.

A quantum internet would connect locations where 
quantum data is generated—such as sensors or quan-
tum experiments—with quantum data centers for fur-
ther processing. It could also link multiple quantum 
computers to combine their computational power for 
solving complex problems. However, such a network 
will only become valuable once quantum computers 
surpass classical systems for certain tasks, such as sim-
ulating materials and chemical processes. 

A technological prerequisite for the development of a 
quantum internet is the low-loss conversion of quan-
tum information from the qubits used in quantum 
computers (e.g., superconducting circuits) into entan-
gled photons that can travel long distances with mini-
mal loss. Standardization and infrastructure develop-
ment are also necessary. Given these challenges, a 
full-scale quantum internet is unlikely to be realized in 
the near future.

Cryptographic applications of quantum technologies 
are closer to becoming practical and are receiving in-
creased attention—particularly because they also pose 
some of the greatest societal risks. Therefore, this sec-
tion focuses on these cryptographic aspects rather 
than the broader vision of a quantum internet.

Cryptography is the science that provides secure and 
private communication—encrypting credit card data 
when shopping online, ensuring information is ex-
changed with the intended person and not with an im-
poster, and ensuring that communication has not been 
tampered with (authentication). Modern internet se-
curity relies on the robustness of cryptographic pro-
tocols that underpin encryption. Below, we outline 
how quantum technologies pose both a threat to cur-
rent systems and a path to their evolution.
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Basics of Cryptography

The term “cryptography” is derived from the ancient Greek words “kryptos” (hidden) and “graphein” (to 
write). Its goal is to encode information so that unauthorized individuals cannot read or alter it. This is 
achieved through cryptographic protocols, which define how information is encrypted and decrypted.

In classical cryptography, asymmetric (or public-key) encryption allows two parties—typically referred to 
as “Alice” and “Bob”—to share information securely. In asymmetric protocols, each party has a private (se-
cret) and a public key, the latter of which is disclosed. Bobʼs public key can be thought of as a set of instruc-
tions for building a lock that only the corresponding private key can open. For example, to send a private 
message to Bob, Alice builds one of Bobʼs locks and locks her message inside. Even if the locked message is 
intercepted, only Bob can unlock it.

Such protocols can also be used to create digital signatures, which serve as a form of authentication. Dig-
ital signatures help verify that a message truly originates from the intended sender and not from a so-called 
“man-in-the-middle” attacker attempting to impersonate one of the communicating parties. Today, these 
protocols are a fundamental part of secure communication on the internet.

To implement asymmetric encryption in practice, cryptographic systems rely on trapdoor one-way func-
tions. These are mathematical problems that are easy to solve in one direction but extremely difficult to re-
verse—unless you possess a secret key, known as the “trapdoor”. A widely known example of such a func-
tion is factoring: multiplying two numbers to form a product is straightforward, a skill taught in school. 
However, given a very large product, determining which two numbers were multiplied to obtain it becomes 
computationally difficult. Even the best classical algorithms running on powerful computers require an im-
practically long time to do this—unless the original factors (the trapdoor) are known. 

Many common cryptographic systems are based on this difficulty. For example, the widely used RSA encryp-
tion protocol relies on factoring: the private key is a pair of large prime numbers, while the public key is their 
product.

An ideal one-way function would be provably irreversible—no efficient method would exist to reverse it. How-
ever, such proofs remain elusive. Whether ideal one-way functions actually exist is one of the major unsolved 
problems in computational complexity theory, a field concerned with how much time it takes to compute 
problems depending on the type of problem. At present, we only have “candidates” for such one-way func-
tions—problems like factoring large numbers—that appear hard to reverse, but for which no proof of true 
one-wayness exists.

Unfortunately, factoring, a cornerstone of modern encryption, e.g, with the RSA protocol, is no longer con-
sidered sufficient. Algorithms such as Shorʼs algorithm have demonstrated that factoring large numbers can 
be performed efficiently on a quantum computer.
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Put simply, todayʼs encryption relies on the fact that 
certain problems take classical computers an imprac-
tically long time to solve. However, this foundational 
assumption is being upended by the emergence of 
quantum computers. On one hand, new algorithms 
can efficiently solve problems like factoring. On the 
other hand, advances in quantum hardware are 
steadily bringing such computers closer to reality. As a 
result, any data encrypted with current methods could, 
in principle, be decrypted as soon as a sufficiently pow-
erful quantum computer becomes available.

The fact that current quantum computers are not yet 
capable of breaking modern encryption—and that it re-
mains uncertain when they will be—does not eliminate 
the underlying risk. In cryptography, this threat is re-
ferred to as a “store now, decrypt later” attack. In this 
scenario, an attacker could quietly intercept and store 
encrypted data today, intending to decrypt it in the fu-
ture once a sufficiently powerful quantum computer 
becomes available. Of course, not all data would be 
valuable enough to justify such an attack. An attacker 
would need to target specific high-value information 
and store it covertly. They would also need to retain the 
relevant contextual information to interpret the data 
correctly once decrypted, potentially years later. Such 
an attack is therefore likely to be particularly relevant 
for highly sensitive information, such as military or 
government secrets and critical financial data. It is un-
likely that ordinary cybercriminals would pursue this 
approach; rather, it is a method more likely to be em-
ployed by state-sponsored actors.

Fortunately, new methods already exist to defend 
against the quantum-enabled threats. These fall into 
two main categories: quantum cryptographic proto-
cols (see box) and post-quantum cryptography. The 
latter focuses on identifying new candidates for classi-
cal one-way functions—problems that even quantum 
computers would require an impractically long time to 
solve. These can then be used to create new forms of 
asymmetric encryption and digital signatures, replac-
ing current vulnerable protocols. As early as 2024, the 
US National Institute of Standards and Technology 
(NIST)—a global authority in cryptographic stan-
dards—published three new post-quantum cryptogra-
phy standards, with a fourth on the way. These stan-
dards were developed over several years of research 
and extensive attempts to “crack” the standards. How-
ever, even these newly adopted protocols have not yet 
been mathematically proven to be resistant to quan-
tum attacks, and they may still be susceptible to tradi-
tional (classical) forms of attacks.



Quantum Protocols

Quantum protocols are based on the idea of ​​leveraging the principles of quantum mechanics for cryp-
tographic purposes. The primary goal is to move away from asymmetric encryption methods, thereby 
avoiding the risks associated with current systems. Instead of exchanging a public key, Alice and Bob  
use a randomly generated secret key that is securely shared between them. This process is known as  
quantum key distribution (QKD).

In these protocols, Alice and Bob communicate not only using classical bits but also by transmitting 
individual particles of light—photons —encoded in very precise quantum states. Due to the fundamental 
laws of quantum mechanics, any attempt by an attacker to intercept these photons disturbs their states, 
making the intrusion detectable. Even if an attacker manages to capture the encrypted transmission,  
they will not be able to recover the secret key later—a stark contrast to the risks inherent in classical 
cryptographic schemes. Unlike classical asymmetric encryption, quantum protocols rely on symmetric 
encryption using a shared key, which, in the most secure cases, can be as long as the message itself.  
This approach does not depend on unproven mathematical assumptions and is provably secure.

However, there are significant limitations. These schemes require highly advanced quantum infrastruc-
ture, including precise measurement devices like photon polarization detectors and high-quality optical 
fibers. Such equipment must be physically installed between any two users who want to apply them, 
currently limiting effective communication distances to a few hundred kilometers.

In addition, the classical communication channel between the parties must also be authenticated. This  
typically requires either a predetermined key or the use of classical public-key cryptography—the  
very system QKD seeks to replace. Furthermore, quantum key distribution is more limited in functionality  
than post-quantum cryptographic methods, as it cannot be used for digital signatures.
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In addition to the cryptographic methods discussed 
earlier, there is another crucial application of quantum 
technology in communication: random numbers gen-
eration. Both classical and quantum encryption meth-
ods rely on users generating local, secret random num-
bers—called seed keys—to create private keys. If these 
numbers are not truly random, and an attacker is able 
to obtain even partial information about the seed, they 
could exploit this to gain insights into the encrypted 
message. Classical computers can only produce pseu-
dorandom numbers using complex mathematical al-
gorithms. These algorithms are ultimately determinis-
tic—meaning they are reproducible—and therefore 
vulnerable to various forms of attack, such as software 
“backdoors”. In contrast, simple and inexpensive quan-
tum hardware can generate truly random numbers at 
high speeds. These numbers are fundamentally unpre-
dictable and ideal for cryptographic applications. 
Moreover, it is now possible to use existing quantum 
computers to generate certified random numbers, 
where the randomness is provably guaranteed by the 
principles of quantum mechanics. This represents a 
major leap in security compared to quantum-based 
random generation without such a provability.

The key milestones in quantum communication 
over the next decade include:

	– Adoption of post-quantum cryptography. 
Encryption systems resistant to quantum attack 
are expected to be adopted globally within the 
next 5 to 10 years. These new standards—some 
already finalized and others still under develop-
ment—will replace current cryptographic 
systems.

	– Development of quantum key distribution 
(QKD) protocols. QKD devices are already 
commercially available and are in use by banks, 
tech companies, government agencies, and 
telecommunications providers. These devices 
are employed to secure communication be-
tween branches within the same city. Nation-
wide QKD networks using trusted relays are also 
being developed in regions such as Europe, 
South Korea, and China. One of the leading 
companies in this field is ID Quantique, founded 
in Switzerland.

	– Advancement toward device-independent 
quantum random number generators and QKD. 
Current quantum devices for randomness 
generation and key distribution require trust in 
the manufacturerʼs claim that the internal 
components are truly quantum—for example, 
using a photon generator, beam splitter, and 
detector. With advancements in technology, 
including higher transmission rates, improved 
photon detectors, and more precise quantum 
control, these devices can become “self-testing”. 
In this model, internal inspection is unneces-
sary; if the outputs display stronger-than-classi-
cal correlations—such as violations of Bell or 
contextuality inequalities—then the results can 
be verified as genuinely random and private.
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Quantum Sensing

The third—and often underestimated—application of 
quantum technologies lies in sensor technology. While 
quantum computers often capture the publicʼs imagi-
nation and the vulnerabilities of classical encryption 
protocols are widely discussed, the enormous eco-
nomic potential of quantum sensors is often over-
looked. In recent decades, various types of sensors—
such as gyroscopes (devices that measure orientation 
in space), temperature sensors, and electromagnetic 
radiation detectors—have become increasingly pre-
cise, compact, and affordable. These advancements 
form a critical foundation for everyday technologies, 
including smartphones, smartwatches, and cars that 
are increasingly packed with electronics. Additionally, 
medical imaging has seen enormous progress due to 
advances in sensor technology. One particularly excit-
ing development is a new generation of atomic clocks, 
capable of measuring time with 100 times more preci-
sion than previous models. These clocks open the door 
to innovative applications in geodesy and enable pas-
sive subsurface mapping techniques that could bene-
fit fields such as geology, archaeology, and mining [19].

Quantum sensors promise to take these already im-
pressive developments to a new level. These devices 
exploit the quantum properties of physical systems—
such as individual atoms, photons, electrons, or nano-
mechanical structures—to deliver performance far su-
perior to that of classical sensors. Quantum sensors are 
particularly notable when they operate based on quan-
tum mechanical phenomena like superposition and 
entanglement (see the example of nitrogen-vacancy 
centers in the accompanying box). Many rely on the  
interaction between electromagnetic radiation (light, 
radio, or microwaves) and atoms, molecules, or  
materials.

Common advantages of quantum sensors include 
(though not all apply to every sensor type):

	– Higher sensitivity: They can measure physical 
quantities such as temperature or time very 
precisely.

	– Greater dynamic range: A single sensor can detect 
both weak and strong signals—such as magnetic 
fields or electrical currents.

	– Self-calibration: By measuring in terms of natural 
constants, these sensors avoid drift due to aging.

	– Miniaturization: Some quantum sensors operate at 
the atomic scale, allowing for compact device 
integration (important for wearables or implant-
able devices) and high-resolution imaging.

 
Currently, numerous quantum sensing concepts exist, 
including both laboratory demonstrations and com-
mercially available devices. Several types of quantum 
sensors targeting specialized, often scientific applica-
tions are now on the market, offered by major corpora-
tions and start-ups alike. However, quantum sensors 
have yet to break into the mass market. The main chal-
lenges include difficulties integrating them with to-
dayʼs standard silicon-based technologies (e.g., em-
bedding them directly into computer chips), as well as 
the extreme operating conditions they often require, 
such as low temperatures or high vacuum environ-
ments, which make them very expensive. 

https://pro-physik.de/nachrichten/geodaesie-mit-der-atomuhr
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Example of a Quantum Sensor: Nitrogen-Vacancy Centers

Quantum sensors operate in a wide variety of ways, and there is no single, unified explanation for how 
they function. To illustrate ​​how a quantum sensor works in practice, we will consider an example: a sensor 
for electric and magnetic fields—as well as for voltage forces—that uses nitrogen vacancy (NV) centers in 
diamond crystals.

Diamonds are composed of a highly regular crystal lattice of carbon atoms. Occasionally, a nitrogen atom 
may replace a carbon atom within this lattice, and a nearby carbon atom may also be missing. This results 
in a defect in the crystal structure, known as an NV center. When this lattice defect is measured with a laser, 
it exhibits quantum-mechanical properties, meaning the NV center can exist in multiple quantum states. 
These states are extremely sensitive to magnetic and electric fields as well as to mechanical forces. When 
exposed to these external influences, the NV centerʼs quantum state changes—effectively allowing it to 
“sense” its environment. Crucially, this change in quantum state can be measured using electromagnetic 
radiation, such as a laser light. This makes NV centers excellent sensors: they provide a precise, measur-
able response to very small external changes, thanks to shifts in their quantum state.

 

This graphic illustrates a typical application: A tiny diamond tip containing an NV center is attached to a 
movable cantilever that scans across the surface of a sample. As the NV center passes over different areas, 
it detects minuscule variations in magnetic or electric fields, allowing researchers to gather high-resolu-
tion spatial data about the sample. This setup, known as a scanning probe microscope, is already being 
commercialized by several companies and is used in materials science and the semiconductor industry.

NV centers can also be applied in biological research, offering the ability to characterize material proper-
ties or monitor processes in living organisms. Notably, they can function at both extremely low and room 
temperatures. Another significant advantage is their ability to maintain a quantum state for relatively long 
periods of time. This demonstrates how a single physical principle—quantum coherence in NV centers—
can support multiple quantum technologies, including sensors and potentially quantum computers.

sample
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While quantum sensors are currently used primarily in 
highly specialized applications, their potential range of 
uses is enormous. These sensors are already prevalent 
across many areas of fundamental research—including 
particle physics, astronomy, materials science, chem-
istry, and pharmacology. Well-known examples in-
clude scanning probe microscopes for measuring elec-
trostatic and magnetic structures (see box), as well as 
spectroscopy of materials. Even the development of 
quantum computers depends heavily on advances in 
quantum sensing, as reading qubits is, at its core, a 
quantum sensing task. These sensors will be integral 
components of any future quantum computer. 

The key milestones anticipated in quantum sensing 
over the next decade, especially in terms of re-
al-world applications, include:

	– Process optimization: Quantum sensors are 
expected to see widespread adoption in indus-
trial settings, particularly for process optimiza-
tion and quality control in the semiconductor 
industry. They will be instrumental in wafer 
characterization and in the development of 
next-generation computing and communication 
technologies, such as spintronics, neuromorphic 
devices, and quantum computing.   

	– Time measurement: Advances in quantum 
clocks will lead to significantly more accurate 
timekeeping, with wide-ranging benefits for 
fields such as geology and navigation.   

	– Medical sensors: Superconducting Quantum 
Interference Devices (SQIDS) are already used 
today in low-field magnetic resonance imaging 
(MRI). These devices demonstrate the commer-
cial potential of quantum sensors in medicine, 
despite their current limitations such as size, 
cost, and the need for low-temperature opera-
tion. We can expect dramatic improvements in 
the precision and sensitivity of medical diagnos-

tics. This will enable earlier detection of diseases, 
better monitoring of disease progression, and 
more effective evaluation of medical treatments. 
As medicine increasingly focuses on (sub-)
cellular and molecular processes, personalized 
treatments will become more viable. Medical 
sensing and imaging will likely be a major driver 
of quantum sensor commercialization.   

	– Navigation: Quantum-enhanced accelerometers, 
gravitometers, and gyroscopes will provide 
high-precision, high-performance, and resilient 
navigation—especially useful in environments 
where GPS signals are unavailable or unreliable. 
These technologies will benefit applications in 
autonomous vehicles, drones, and military 
systems.   

	– Geology: Quantum sensors will enable the 
detection of underground structures, which is 
critical for the detection and exploitation of 
natural resources, the analysis of glaciers, the 
monitoring of seismic activity, and the detection 
of cavities. Beyond commercial applications, this 
capability could revolutionize archaeology by 
allowing non-invasive subsurface exploration.
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Building on the discussion of the functionality and de-
velopment of potential of quantum technologies, this 
section presents three groups of recommended mea-
sures aimed at helping Switzerland fully leverage these 
emerging innovations. Each recommendation is briefly 
explained and includes both first-order effects (direct 
technological outcomes) and second-order effects (in-
direct societal impacts).

In addition to formal recommendations, the work-
shops also explored several important topics for which 
no definitive policy advice could be formulated, but 
which remain essential for understanding the broader 
context in which quantum technologies are evolving. 
These are presented below as key observations.

First recommendation: Strengthen  
Switzerlandʼs Position in Quantum  
Sensor Technology

Given Switzerlandʼs currently limited collaboration 
with European quantum networks and international 
initiatives, there is a growing risk of falling behind in 
the global quantum race. One way to mitigate this risk 
is to establish a clearly defined national focus area—
positioning Switzerland as an indispensable partner in 
international cooperation. Switzerland has a 
long-standing tradition in precision sensor technology, 
rooted in its watchmaking history, and is globally rec-
ognized for its expertise. This foundation can be strate-
gically extended to quantum sensing, particularly in 
high-precision quantum timekeeping, where con-
certed national efforts—currently lacking—could yield 
significant results. A thriving ecosystem of quantum 
sensor startups, including Sensirion, QNAMI, and QZ-
abre, already exists and can be further developed. No-
tably, quantum sensor technology has received far less 
public attention than quantum computing or cryptog-
raphy, despite its considerable economic and disrup-
tive potential, especially over the next one or two  
decades.

First-order effects: Medical disease screening could 
become widely accessible and affordable, with per-
sonal self-monitoring devices increasingly extending 
into the medical domain. However, the ubiquity and af-
fordability of sensors will raise significant privacy risks, 
necessitating new levels of protection for sensitive 
data. Military capabilities will be heavily influenced by 
the quality of sensor technology available, making du-
al-use considerations (civilian vs. military applica-
tions) increasingly critical in the quantum domain.

Second-order effects: Society may struggle to inter-
pret the vast amounts of data produced by these sen-
sors without adequate analytical tools or insights. In 
the medical field, for instance, earlier detection of po-
tential pathologies may outpace our capacity (thera-
peutic or financial) to respond effectively. Similar chal-
lenges will arise in fields such as natural disaster early 
warning systems, infrastructure monitoring, and tech-
nical components, where sensor-generated data re-
mains inherently probabilistic.

Recommendations:

	– Develop and implement a National Strategy for 
Quantum Technologies, led by the Swiss Quan-
tum Commission. As Switzerland lags behind 
globally, it can draw on examples from interna-
tional models (e.g., the Netherlands and the UK), 
while aligning strategies with its own strengths. 
These include a large number of small and 
medium-sized enterprises in the high-tech sector, 
a world-class education and re-search ecosystem 
(e.g., the worldʼs first quantum engineering 
degree programs), and Switzerlandʼs unique 
geopolitical neutrality, which confers a special 
role in a geopolitically charged field such as 
quantum technology.

Part 2 – Recommendations and Observations
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	– Innosuisse and the Swiss Quantum Commission 
should compile a comprehensive map of 
stakeholders, including academic institutions, 
the manufacturing industry, startups, and 
government bodies. This map should be used to 
fund and facilitate the transfer of knowledge and 
coordination between industry and academia, 
with a particular focus on quantum sensing.

	– Consolidate fragmented research efforts across 
the fields of quantum communication, sensor 
technology, and computing by establishing 
interdisciplinary centers of excellence, poten-
tially in the form of collaborative “hubs”.

	– Enhance the role of the Swiss Federal Institute of 
Metrology (METAS) in quantum sensor research. 
METAS should receive a clear mandate for this.  
A proposed department focused on quantum 
sensing should be accelerated and closely 
integrated with academic research. In particular, 
METAS should be tasked with developing a Swiss 
optical atomic clock.

	– Public science funding—including the Swiss 
National Science Foundation— should support a 
dedicated research program addressing a key 
question: How should we manage and interpret 
the exponentially growing volume of sensor 
data? In the socioeconomic context, this initia-
tive should incorporate scientific, legal, and 
ethical standards perspectives to develop 
appropriate guidelines for data governance.

	– If declining prices reduce cost as a barrier to 
entry for sensor technologies, new safeguards 
must be introduced to prevent misuse. One 
possible approach is to regulate access to critical 
components, potentially through mechanisms 
such as export controls.

Second Recommendation: Promote  
Switzerlandʼs Sovereignty and Integration 
in the Quantum Race

Quantum devices, their operation, and system integra-
tion rank among the most complex technologies cur-
rently in development. As they approach market matu-
rity, these systems will depend on highly specialized 
expertise and intricate global supply chains. The situa-
tion is comparable to the current state of semiconduc-
tor technology, where only a few regions in the world 
can manufacture competitive computer chips without 
significant dependencies. 

In both hardware and software—especially in general 
computing and artificial intelligence—Switzerland, like 
much of Europe, remains dependent on foreign econ-
omies. This dependence highlights the lack of digital 
sovereignty. In quantum technologies and enabling in-
frastructure (such as mixing cryostats for achieving ul-
tra-low temperatures and specialized electronics), ex-
pertise is currently scattered across the globe, 
transitioning rapidly from academic institutions to 
small companies. At the same time, we are observing a 
concentration of expertise among large economic 
players such as Google, Amazon, IBM, and Microsoft. To 
mitigate the risk of excessive reliance on external ac-
tors, Switzerland should focus on developing niche 
technologies that are critical to the broader ecosystem.

First-order effects: As quantum technologies become 
more widespread, dependence on major corpora-
tions—already apparent in information technology—
will deepen. Gaining access to quantum technologies 
will be crucial for advancing research and driving eco-
nomic growth. Swiss quantum companies will increas-
ingly face challenges related to market access.

Second-order effects: Geopolitical power imbalances 
could arise, restricting access to cutting-edge quantum 
infrastructure for countries and companies that are not 
self-reliant.
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Recommendations

	– Parliament should commission a study through 
the Swiss Quantum Initiative to evaluate what 
level of “quantum technology sovereignty” is 
both realistic and desirable for Switzerland, and 
to identify the necessary steps that can be taken 
to achieve it. Examples of successful national 
quantum models, such as QuantumDelta in the 
Netherlands [7], can serve as benchmarks.

	– A national center should be established to 
manage public Swiss quantum computers, 
involving institutions such as the Swiss National 
Supercomputing Center (CSCS).

	– Swisscom should support the adoption of 
quantum communication by assessing, deploy-
ing, and integrating emerging technologies into 
practical, scalable solutions in collaboration  
with industry and academia. Swisscom can help 
evaluate infrastructure needs for future deploy-
ment.

	– For both research and eventual commercial use, 
two key technology platforms should be devel-
oped:

	– Quantum computing: Provide cloud-based 
access to quantum computing hardware for 
research and development. This access should 
go beyond what is available from commercial 
providers, allowing low-level customization 
such as compiler intervention. This would be a 
strong differentiator and a valuable resource 
for component and software development.

	– Quantum communication: Work toward the 
long-term goal of building a quantum internet  
that connects nodes capable of exchanging 
entangled quantum information and embed it 
in an international context. Much like the early 
days of the World Wide Web, the quantum 
internet is expected to begin by linking a 
limited number of universities, research 
centers, and companies with significant 
research and development in the field of 
quantum technology.

	– Switzerland must re-establish and maintain close 
ties with European funding programs. The 
countryʼs exclusion from such programs in recent 
years has had a significantly negative impact on 
the research landscape. Switzerland should 
prioritize rejoining and actively participating in 
future European initiatives [20,21], especially 
those that support quantum technologies [22].

 
Third Recommendation: Quick Implemen-
tation of Existing Solutions in the Field of 
Quantum Communication

As outlined in this position paper, sufficiently advanced 
quantum computers will have the potential to break 
current encryption methods, posing a threat to sensi-
tive data.

First-order effects: Post-quantum cryptographic stan-
dards will be widely adopted across government and 
industry to guard against future quantum-based at-
tacks. At the same time, these sectors must assess 
which types of data could realistically be affected by 
“store now, decrypt later” strategies and act accord-
ingly.

Second-order effects: Transitioning encryption and 
cybersecurity systems to quantum-safe standards will 
incur significant costs for stakeholders. These shifts 
may temporarily introduce vulnerabilities, increase 
fraud risks, or undermine confidence in the stability of 
the system—for example, financial transactions. If ad-
versaries gain access to quantum decryption capabili-
ties before new protections are in place, sensitive fi-
nancial, government, and personal data could be 
compromised. Additionally, digital inequality across 
the globe may worsen if wealthier countries adapt 
more rapidly to quantum standards.

https://quantumdelta.nl/
https://quantuminternetalliance.org/
https://qt.eu/
https://eurohpc-ju.europa.eu/index_en
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Recommendations

	– Conduct risk assessments across all critical 
infrastructure in Switzerland where post-quan-
tum cryptographic standards are to be intro-
duced. Data owners must identify which informa-
tion is critical and ensure appropriate 
protections. At the same time, sectors that could 
serve as pilot use cases for quantum cryptogra-
phy should be identified and prioritized.

	– Encrypt sensitive government data using 
post-quantum secure methods as soon as 
possible, following the latest technological 
standards and aligning with initiatives in neigh-
boring European countries. This should include  
a review of whether existing legal frameworks 
require adaptation.

	– Encourage industry-wide adoption of post-quan-
tum cryptography to ensure secure communica-
tion within Switzerland and with European 
partners. Government incentives and guidance 
could facilitate this transition.

	– Ensure Switzerland actively participates in the 
international community working to develop and 
refine post-quantum safety standards.

 
Observation: Geopolitical challenges impede 
international cooperation in the quantum field

Quantum technologies are increasingly seen as strate-
gic assets in international relations due to their antici-
pated capabilities. Rising geopolitical tensions have al-
ready resulted in sanctions against individuals based 
on nationality, along with restrictions on access to crit-
ical technology and supply chains—developments that 
could significantly impede scientific progress. For ex-
ample, several countries have implemented export 
controls on quantum computing technologies [23].  
A domestic example is ETH Zurichʼs revised recruit-
ment and admissions policy, which now requires addi-
tional security clearance for nationals of certain  
countries seeking to work in “key technology” areas—
including quantum technologies [24,25].

Observation: High uncertainty in assessing 
progress in quantum technology

As previously mentioned, the development of a func-
tional quantum computer is a long-term endeavor that 
depends on multiple breakthroughs across a range of 
complex technologies. The absence of immediate or 
short-term deliverables or revenue streams may lead 
to decreased funding, which would in turn slow inno-
vation. The trajectory of quantum technology develop-
ment is likely to unfold in phases, with periods of rapid 
progress interspersed with reduced activity in be-
tween.

 
Observation: Risk of misunderstanding,  
exaggeration and misinformation among the 
public

With increasing involvement from commercial actors, 
public discourse around emerging quantum technolo-
gies has become polarized. On one side, performance 
claims are often exaggerated to attract investor inter-
est; on the other, more measured discussions grounded 
in scientific data continue. Exaggerated narratives from 
companies or media outlets can create unrealistic ex-
pectations among the public and investors—fostering 
a potential “quantum bubble.” This may eventually re-
sult in a loss of public confidence, poor allocation of re-
sources, reduced funding for future research, and 
widespread confusion. To counter these effects, efforts 
to demystify quantum technologies are essential. 
Clear, evidence-based communication can help foster 
a shared understanding among all key stakeholders, 
including private companies, venture capitalists, gov-
ernment bodies, and taxpayers.

https://www.newscientist.com/article/2436023-multiple-nations-enact-mysterious-export-controls-on-quantum-computers/
https://ethz.ch/staffnet/en/news-and-events/internal-news/archive/2024/10/dual-use-and-sanctions-these-applications-require-security-screening.html
https://ethz.ch/content/dam/ethz/associates/services/finance-and-controlling/open/Compliance/Exportkontrolle/Englisch/Security-relevant-universities-of-origin.pdf
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